ABSTRACT
One main challenge in adopting a good approach to a secure authentication in wearable is due to the nature of its operations in which wearable devices are not standalone devices as they will require to pair with other gadget such as Smartphone to perform most functions. This complexity of communication creates security vulnerabilities such as man-in-the-middle attack. Imagine a user who uses his smartwatch to control his smart home. The need for a communication between the smartwatch and the application which is stored within the smartphone is prone to information leakage leading to other security attacks through the art of manipulation of data. The other challenge is the lack a keyboard, and often times even a touchscreen causes difficulty in providing authentication mechanism.
The work present an aim to present a brief review on security and privacy attacks that occur in wearable technology to understand its security andprivacy loophole that exists in wearable technology and present a security analysis on various wearable technology devices. A security analysis is done by evaluating three main wearable devices such as Google Glass, Fitbit and Smartwatch.The outline of the paper is as the following. Section II provides some related work. Section III demonstrates a comprehensive security and privacy. Section IV presents the discussion and conclusion.
RELATED WORK
Wearable Technology is the latest technology in the electronic devices field. It has been designed in many different forms that can be worn on the human body from head to toe such as glasses, shirt, wristband, watches and other forms [2] . It not only can perform the basic task like what smartphones do, but the embedded, wearable sensors also recognize and provide wearer's actionable information in a real time context. Wearable device has the following characteristics such as [3] , [9] :
• hands-free (unrestrictive), so that users can do other thing when using the wearables.
• always on (controllable), it is a responsive system as it is always in the ON status, so users can grab control of it at any time.
• environment-aware (attentive), wearables are environmentally aware, multimodal and multisensory.
• attention-getting (observable), it can keep users continuous attention when users want it to such as receiving alerts, messages or reminders.
• connected (communicative), the wearables are connected to a wireless network so that information exchange can be happened in the real-time situation.
• un monopolizing, which mean it does not cut users off from the outside world.
WEARABLE TECHNOLOGY SENSORS EXAMPLES
Wearable sensors are often combined with the other sensors to detect human activities of daily living (ADL) such as walking, running, sitting and eating. There are many possible applications for activity recognition with wearable sensors, for instance in the areas of healthcare, elderly care, personal fitness, entertainment, or performing arts. Different sensors are deployed on wearable devices depending on what kind of activity monitoring information to be collected.
Accelerometer is used to measure linear acceleration [10] . It is measured in three axis to measure position in three dimensions. The accelerometer embedded inside wearable can determine whether the device is horizontal or vertical, and whether it's moving or not. The basic function of an accelerometer in wearable is to count steps on people's activities such as walking.Gyroscope determines the orientation by using Earth's gravity based on principle of rotation [10] . Both accelerometer and gyroscope are IMU (Inertial Measurement Unit) sensors that are commonly used in wearables. Both of them can determine orientation, but the gyroscope provides greater precision and it gives measurements for angular velocity. More importantly, they are implemented in vary applications despite their similar purpose [24] . GPS (Global Positioning System) is a location sensor that is widely used for navigation. Most wearables now include an integrated GPS tracking system to locate a person's location. It detects the location using either GPS, triangulation of cell towers or Wi-Fi networks with a database of known location [25] .A microphone is defined as acoustic sensor that converts sound into an electrical signal [26] . Most wearables are embedded with this sensor for voice activity detection. Next an analysis on various wearable devices such as Google Glass, Fitbit devices and Samsung Smartwatch in term of their security aspect is given.
SECURITY ANALYSIS ON REAL EXAMPLES OF WERABLE DEVICES

GOOGLE GLASS
Google Glass or simply called as Glass can say as the first wearable device that kick start the growth of WT. Glass is an eyewear device that has built-in computer in the frame of a pair of glasses. It provides numerous innovative features that make people life more fun. However, many concerns have been raised from various sources regarding to some issues that could be threatened wearer's security and privacy.
There are few research findings that point out some vulnerability in term of security and privacy aspect on Google Glass. For example, Glass does not have a secure enough PIN system or authentication in place currently [11] [12] . Besides authentication issues, [13] found that the privacy of user' appears at risk as well by the eye tracking technology supported in Glass. In addition, Seyedmostafa and Zarina [11] revealed that pictures and videos can be recorded without user's consent which violate people privacy policy. More importantly, there are several real cases regarding security vulnerability associated with Glass were reported at the time of Google release. For example, engineers at the security firm Lookout Mobile [14] revealed a serious security vulnerability on how Glass interpret QR (Quick Response) codes while it snaps a photo back in May 2013. They found that Glass would scan a malicious QR code that forced it to be connected to a hostile wifi access point and someone could remotely gain root access to a Glass device and take control of it without the wearer's knowledge. Fortunately, the bug has been reported to Google and a patch was released to fix the problem in a timely manner.
However, a few months later, Symantec reported that Glass is still vulnerable to Wi-Fi Hijacking [15] despite QR photobombing. This happened because someone can set up a Wi-Fi access point using the same Wi-Fi name as the one that people previously use to connect before using a device called Wi-Fi Pineapple. It can impersonate any network that a device searches for by borrowing the network SSID (Service Set Identifier). For example, when Glass checks to see if that prior network is available the attacker's Wi-Fi Pineapple will simply answer the request and pretend to be that specific network. It causes Glass to be at risk with the same sort of attacks that can arise when connecting to a hostile network such as sniffing traffic or redirection to malicious sites.
Lastly, wearable technology raises the issues of privacy as described in [10] , ninety percent of the survey target feel uncomfortable if someone recording a video of them using Google Glass. The feature and functionality of any wearable device allow user to capture images or record video using their wearable device without the notice of their target. Some entertainment place like cinema and casino have even banned the usage of such devices in their business area due to the privacy problem. In this case, we may conclude that the level of acceptance of people with certain wearable devices is low due to the fact that such device affects people's perception of their privacy.
FITBIT DEVICES
Fitbit [16] is known for its products which is a smart fitness band that can be worn on the wrist. It provides human activity measurement such as number of steps walked; sleep quality and other personal health metrics like heart-rate and body temperature.However, one of the major security vulnerabilities found in Fitbit is lack of authentication. [17] - [19] presented that Fitbit is lack of authentication on tracker side and potential attacker can easily get the data from without the knowledge of users. For instance, Mahmudur et.al [18] built a tool, FitBite to launch several attacks on Fitbit devices such as data injection attack, DoS and battery drain hacks to prove the statement. The result showed that the vulnerable Fitbit device could allow malicious hackers to hijack Fitbit users' account, access or even manipulate their personal health data to earn monetary rewards.In addition, Fitbit Flex is vulnerable due to leaky BTLE (Bluetooth Low Energy) technology. This is because it did not change the privacy address [20] or MAC address remains the same [21] and it can be easily tracked based on the Fitbit's Bluetooth advertisement. In consequences, it could lead to privacy breach as third parties can track activities for specific users. Insurance companies may also take this advantage to create a "gray market" for getting users' health information data. Besides that, Fitbit devices could potentially threaten users' privacy risk. For example, it allows malicious people to track users location or places visited to make phishing attack such as send fake email that offer deals with the link that actually linked to spyware or a virus [19] .
SAMSUNG SMARTWATCH
Samsung Smartwatch is another wearable device that offers significant innovative functionalities that makes the enhancement of people's daily life. In fact, the biggest selling point is the notification features in Android Wear Smartwatch. It has enabled to synchronize data to the phone and all the important alert and notifications will get pushed directly on the wrist. However, according to an HP recent study [22] (See Figure 1) on top 10 popular Smartwatches in the market, found that 100 percent of the tested Smartwatches contain significant vulnerabilities, including poor authentication, lack of encryption and privacy issues. For instance, there are 70% of watch firmware was transmitted without encryption. 3 in 10 watches were vulnerable to account harvesting, which is an attack that gain access to the device and data by looking for weak passwords and lack out account lockout. Only 50% of tested devices offered [22] the ability to implementa screen lock either PIN or pattern. Therefore, it can be deciphered easily using brute force attack and gain control access to the device. For instance, researchers from Romania-based Bitdefender [23] had created proof of concept hack to access a Samsung Gear Live Smartwatch, paired with a Google Nexus 4. The result showed that the six-digit PIN code and Bluetooth communication between the two paired devices could be deciphered easily using the brute force attack by using any open source sniffing tool. And thus the users' security and privacy are in risks without a strong authentication scheme in place. Besides that, user does not need to unlock the Smartwatch and thus data can be accessed from a computer without authenticated [24] . For instance, [25] revealed that information data such as messages, emails and contacts can be pulled out easily from Samsung Gear 2 as Samsung did not do encryption properly as it needed for the Smartwatch devices. After the security analysis has been done for the selected wearable devices, the security vulnerabilities and security attacks on the devices are summarized and listed in Table 1 . 
Security Vulnerabilities Attacks
Google Glass Unsecure PIN system or authentication in place [11] - [12] The gesture-based authentication scheme easily to be recorded by people nearby Privacy: pictures and videos can be recorded without user's consent [11] and unauthorized eye movement tracking [13] Eavesdropping and spyware It relies on QR codes for Wi-Fi setup [14] QR photobombing malware Unsecure network and hostile environment [15] Wi-Fi-hijacking, man-in-the-middle attacks such as session hijacking or sniffing Fitbit Devices [16] Lack of authentication [17] - [23] Data injection attack [22] , Denial of Service (DoS) and battery drain hacks Leaky BTLE (Bluetooth Low Energy) technology [20] [21] It can be easily tracked Privacy: Users location or places visited can be tracked [19] Phishing
Samsung Smartwatch
Authentication mechanism not secure enough [22] - [23] Brute force attack [22] From Table 1 , it showed that there is a common security vulnerability exists between the selected wearable devices that have been chosen to be analysed which is lack of authentication. From the table, we can observe that without proper security authentication implemented, wearable devices can be exploited to some several attacks such as eavesdropping, DoS, and brute force attacks. For instance, Samsung Smartwatch analysis showed that it can be deciphered using brute force attack and easily gain control access to the device. Next, a wearable device such as Google Glass is selected for further security analysis.
WEARABLETECHNOLOGY (WT) CHALLENGES: SECURITY AND PRIVACY ISSUES
There are a few key challenges faces in WT which are power consumption, communication capacity, design constraints, and security and privacy issues. Furthermore, the major challenge in WT which is the security issues is highlighted as it is the focus of this research study. It can be further categorized into three major parts which are security vulnerabilities, attacks and security 24 solutions. The security vulnerabilities in WT can be exploited by an array of possible security and privacy attacks. The security attacks can be further divided according to two main types: passive attack and active attack. Passive attacks try to get the user's password and sensitive information without breaking and affect the system while active attacks contrast with passive attacks, in which try to break and alter the system. When the security vulnerability is exploited, there will be a loss. The loss can be loss in term of Confidentiality, Integrity, Availability or Authenticity. On the other hands, privacy attacks are categorized by user identity and data integrity attacks and time and location based attacks.
The security solutions can mainly be discussed using two different terms which are authentication and encryption. Authentication can be further divided into two main types which are single-factor authentication and multi-factor authentication. There are several common challenges identified in the wearable technology that will need to be addressed by further researchers in order to improve it which include:
• Power consumption [7] - [8] . One of the major challenges is the high power consumption of wearable devices. The battery power of wearable devices can only last for one to two days since most devices use wireless networks, GPS, and other technologies that consume a lot of power. Hence, short battery life and high power consumption of wearable devices will cause people reducing the usage and adoption.
• Communication capacity. The communication range is limited, which mean that the covered area range of wireless transmissions is usually limited because of both technological and energy-savings considerations [7] - [8] .
• Design constraints. Some wearables are designed in bulky size and it does not really make users feel comfortable to it such as "Holter-type" system [6] .
• Security issues [5] - [8] , [27] . Security, privacy is still an unresolved issue in WT. The wearable devices contain a lot of user's data which putting users' security and privacy on the risk. Moreover, it also may consist of sensitive information data such as address, credit card number, and health-related data. Therefore, security issues will be the key challenges for WT to be adopted widely in the market.
WEARABLETECHNOLOGY (WT) SECURITY VULNERABILITIES
Security and privacy issues could be the major reasons of it. It can lead to the serious breach and loss if the security vulnerability is not handled properly. The loss could be either static assets such as files, documents or dynamic asset like credit card number. At the end, it will cause data and financial loss or even safety issues. Furthermore, user's trustworthiness towards wearable will decrease and discourage people to get their own wearable. For instance, among the top consumer concerns about the IoT, which is defined as devices that connect with each other or to the Internet-28% of respondent's concern about "or someone hacking into the device and doing something malicious" and 26% concern about "not knowing how the information collected by the devices will be used" [28] . This implies that security issues are the major concerns that potentially reduce user acceptance and trustworthiness towards devices. Therefore, it is important to investigate on the security vulnerability on the devices for user protection. Basically, wearable devices can be exploited from different attack surfaces shown in the Figure 2 . Wearable devices rely on Bluetooth (see Figure 2 ) to do transmission of data collected from embedded wearable sensors to integration devices such as smartphone as currently it cannot communicate directly to the Internet. As a result attacker can exploit the bug in the device to extract data stored locally, such as health-related records by using wearable as an access point. For example, an attacker can simply make use of sniffers [29] to steal unauthorized data by detecting the broadcast signals while a wearable device communicated over Bluetooth. As a consequence, there will be a loss on either in term of monetary, the safety or even life of the people.
(ii) Software communication to the Cloud via a cellular or Wi-Fi network This is more vulnerable compared with the transmission of data via Bluetooth for local device storage discussed previously. This is because more personal sensitive data can be stolen as data transmitted from the local storage in the smartphone to the Cloud application (see Figure 2. 3) is typically combined with personally identifiable data such as name, email, telephone number, and location to ensure that the data is being sent to a proper account. The attacks that can take place by exploiting this security vulnerability include man-in-the-middle and redirection attacks, which could cause data to be sent to the wrong server. Hence, the potential loss of private data is high and privacy and safety issues might arise as well if the wearer is identified.
(iii) Insecure data storage on Cloud Cloud refers to a public or semi-public space on transmission lines that exists between the endpoints of a transmission [30] . Cloud storage provides better file accessibility, which the file stored in the Cloud can be accessed at any time from any place as long as you have the internet access. This could be the most vulnerable area in the wearable world due to the amount of Personally Identifiable Information (PII) that is available [29] . The data synchronized to Cloud could be posed by a number of risks, including distributed denial of service (DDoS) attacks, SQL injection, or back door attacks. The attacks on the Cloud are typically carried out by highly skilled cyber criminals. For instance, a cybercriminal gang was reported to steal up to $1 Billion by impersonating bank employees through the use of malware [31] .
(iv)Lack of authentication and authorization Most of the wearable devices are often do not come with a built-in security mechanism such as user authentication or PIN system protection features and they usually store data locally without encryption [32] . Besides that, wearable devices require higher communications [33] security regarding encryption, data integrity, confidentiality and other security services since it relies on the uncontrolled wireless network either Bluetooth or Wi-Fi connection to transfer data. However, it is difficult to apply with higher security measurements due to its' small size and limited bandwidth and finally, result in easier to be attacked. For instance, HP study [34] revealed that 30 percent of the tested smartwatches were vulnerable to account harvesting, which is an attack that gain access to the device and data by looking for weak password policy, lack out account lockout and user enumeration.
(v) Lack of physical security controls
The other security vulnerability for wearable devices is the potential for the loss of the device itself. The small and tiny size of wearable device such as fitness band is most likely to be misplaced or lost. The lost or stolen devices will pose a risk on the exposure of the personal data information complies with its confidentiality, integrity and availability if it has fallen into the wrong hands. Furthermore, most of the wearable devices are often do not come with a built-in security mechanism such as user authentication or PIN system protection features and they usually store data locally without encryption [32] . For instance, Apple Watch and Google's Android Wear platform do not have any security measures in place protecting their pricey wearables from loss or theft [35] .
Next an analysis on various privacy challenges and attacks on wearable devices aspect is given. Apadmi [36] conducted a survey that asked their respondents about "Do you feel wearable technology poses a threat to your privacy?" The results show that 42 percent said yes and another 40 percent were doing not knows and remaining 18 percent replied no. This implies that people worry about wearable technology that exposes the potential privacy risks of devices that can record and capture personal private data. The privacy issue is one of the major challenges yet to be solved in wearable computing. Not only because wearable can sense, capture and store sensitive information about the users, and his surrounding but it also able to do it continuously and discreetly [37] . The privacy attacks that poses in WT can be categorized into user-based privacy and data-based privacy time-based privacy and location-based privacy.
WT PRIVACY CHALLENGES& ATTACKS
i)User Identity and Data Privacy
Embedded sensors such as cameras and microphones, capture data about the individual and also the surroundings, often without their consent. These data often personal,confidential and sensitive, which invade users' privacy and poses privacy challenges such as surveillance. For example, Glass can be easily hacked as it has no strong authentication implementation [38] . The attacker can take full control the Glass and monitor everything the owner doing with the camera and microphone. Besides that, security researcher from Stanford University and Israel's defense research group Rafael found that gyroscope, a sensor that used to measure angular velocity can even eavesdrop on the conversation as well [39] despite of using microphones. They found that the MEMS (microelectromechanical systems) gyroscope is sensitive enough to recognize the sound and can pick up some sound waves and turn them into crude microphones. Therefore, it proved that the conversation could easily eavesdrop without user consent since iOS and Android do not require special permissions from users to access gyroscope.
ii)Time and location-based privacy GPS embedded inside wearable able to track a person's location at a specific time. It brings greater benefits for people to do navigation, but it also poses greater risks as well. It raises serious issues on the user's privacy, if the location of the people can be tracked. For instance, Symantec [40] revealed that wearable can also do location tracking, although there is no GPS sensor builtin. This happened because the data exchange process between phone and fitness band could potentially broadcast the location information. They performed an experiment to illustrate that by using a portable scanner, a unique hardware address that each fitness tracker emits when syncing to the user's phone via Bluetooth could be picked up. In addition, some collected data that are shared consist some information that an individual did not intend to share. For example, IMU sensor data such as accelerometers and gyroscopes shared with caregivers may reveal some sensitive medical conditions, such as seizures, that one may wish to keep private [41] .
DISCUSSION : WHY AUTHENTICATION PROBLEMS EXIST IN WEARABLE DEVICES?
Based on the research findings done in the previous section, all of the wearable devices that have been analysed are lack of authentication. Why this happened? It is supposed that wearable devices should be protected with secure authentication mechanism as it contains a huge amount of sensitive information. The reason could be wearable devices are typically lacking a keyboard or even a touch screen. Therefore, it is a challenge to implement password or PIN-based authentication. On the other hand, due to its' small device size so their processing power and bandwidth are further limited and this makes it difficult to apply with higher security measurements. In addition, Symantec threat researcher Candid Wueest [42] recently revealed that the danger of wearable devices at this point is that developers are not prioritizing security and privacy. Hence, wearable device resulted to be less security compared with other devices without a strong authentication scheme in place.
However, as wearables making more and more use of user personal data -from fitness stats to health records, security should be put into a high priority. Unlike mobile devices, wearable devices are potentially always-on and always gathering data. In this way, it not only bring the uniqueness on the WT with the added dimension, but at the same time it is also open to more threats to user sensitive information and activities at any time anywhere without user's consent. Security measures are not only important for protecting personal data, but are critical as smartwatch are introduced to the workplace and connected to corporate networks as well. Therefore, it is very important to be paid extra attention to maintaining confidentiality, integrity and availability (CIA triad) for wearable displays.
Could you imagine how serious security breaches could happen if the wearable device that has poor user authentication are being attacked? Take for an example, a smartwatch can be used to make online transactions. However, the smartwatch is lack of user authentication with unencrypted data. If in the case that the smartwatch was stolen or lost, someone with bad intention could likely access all of your personal data or even modify transaction content or insert additional transactions with the credit card information. In the consequences, it not only causes loss of security, but it violates the confidentiality and integrity policy and results in loss of money as well.As a result, the users' security and privacy are in risks without a strong authentication scheme in place. It is important to be paid more attention on wearable authentication in order to protect users' data from malicious, unauthorized access since a massive quantity of private data to be collected from the wearables. Security measures are not only important for protecting personal data, but are critical as smartwatch are introduced to the workplace and connected to corporate networks as well. Therefore, authentication issue must be tackled definitely to ensure the security of wearable is preserved thoroughly.
CONCLUSION
As the IoT market advances, WT is growing in popularity for their convenience and capabilities. WT offers better functionalities by providing real time data communication, but also poses a greater security and privacy risks. This two major challenges would be the obstacles for WT to be adopted widely in the market. People are concerned about the security of the wearable as the data collected might consist sensitive information about themselves and their surroundings such as identity, health-related information, credit card number, and the location.
Although this advance technology does benefit people but there are still some security loophole and privacy issues that required extra attention and effort of designer in designing wearable technology model. In this paper, some background study on security and privacy revolving wearable technology is presented. A security vulnerability analysis for real-example is also presented. Overall, one major attack that occurs is authentication issue. Thus, in the future, more study in authentication will be done and a more better authentication mechanism will be presented.
